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Disclaimer 

ωThis presentation does not represent any 
formally approved NC3A opinion, conclusion 
or recommendation.



PDF exploits for Adobe Reader

ωA lot of vulnerabilities 
found in 2009 and 2010.

ωActively exploited by 
malware, strong increase 
since end 2009:
ïάLƴ нллт ŀƴŘ нллуΣ Ƨǳǎǘ н 

percent of all malware that 
included a vulnerability 
exploit targeted an Adobe 
Reader or Acrobat bug. That 
number climbed to 17 percent 
in 2009. In the first quarter of 
2010, it skyrocketed to 28 
percentΦέ όǎƻǳǊŎŜΥ aŎ!ŦŜŜύ

ï http://www.avertlabs.com/research/blog/
index.php/2010/04/26/surrounded-by-
malicious-pdfs/
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Available solutions

ωAntivirus:
ï¸ŜǎΣ ōǳǘΧ ŘŜǘŜŎǘ Ƴƻǎǘƭȅ ƪƴƻǿƴ ƳŀƭǿŀǊŜΣ bh¢ ŀƭƭ ƎŜƴŜǊƛŎ 

exploits!
ωExample: slightly modified CVE-2009-4324 exploit published in Dec 

2009 on SecurityFocus only detected by 18/41 antivirus on VirusTotal
ƛƴ WǳƴŜ нлмлΧ

ïMoreover, rich PDF features can easily be used to obfuscate 
exploits.

ωDisable JavaScript in Adobe Reader:
ïEffective against many exploits, but not all.
ïRequires a huge deployment on every PC.
ïSome companies use JavaScript for internal applications.

ωUse an alternative viewer (Foxit, Nitro, …):
ïOK at home, but difficult in a large company/organization.
ïSome also have vulnerabilities.



Example: CVE-2009-4324 exploit
(Dec 2009, slightly modified)



With a bit more obfuscation:



JavaScript in PDF exploits

ωAlmost all exploits available on the Internet 
require JavaScript to launch their payload.

ïάHeap sprayingέ ǘƻ ŎƻǇȅ ǘƘŜ shellcode on a large 
memory chunk, to make the exploit reliable.

ïEven for vulnerabilities which do not involve 
JavaScript.

ωAlternatives (less frequent): 

ïHeap spraying  with ActionScript in a Flash object 
embedded in the PDF.

ïLaunch action, EmbeddedFile



JavaScript heap spraying example

Shellcode

Heap spray

Exploit



A few examples

Vulnerability Adobe Reader 
version 

Vulnerability in the 
JavaScript API

Published exploit 
requires JavaScript

CVE-2010-1297
(authplay.dll)

9.3.2
(unpatched)

No 
(Flash object)

YES

CVE-2010-1240
(Launch)

9.3.2
(unpatched)

No
(Launch)

No
(Launch)

CVE-2010-0188
(LibTIFF)

9.3.0 No
(TIFF file)

No
(EmbeddedFile)

CVE-2009-4324
(Doc.media.newPlayer)

9.2.0 YES YES

CVE-2009-2990
(U3D)

9.1.3 No YES

CVE-2009-1858 
(JBIG2)

9.1.1 No YES

CVE-2009-0927
(Collab.getIcon)

9.0.0 YES YES



ExeFilter

ωAn open-source tool and python framework to 
filter file formats and remove active content 
(scripts, macros, etc) according to a 
configurable policy.

ïPresented at CanSecWest08

ï(open-source project, not supported by NATO or 
NC3A) 

ωSupported formats: Text, HTML, PDF, MS 
Office, RTF, Zip, JPEG, PNG, etc



PDF filter in ExeFilter

ωGoal: to disable active content in PDF

ïJavaScript

ïLaunch

ïEmbeddedFile

ïetc

ωFor this, two new tools were integrated end of 
2009:

ïPDFiD (Didier Stevens)

ïOrigami (G. Delugré, F. Raynal)



ExeFilter vs. PDF exploits

ωBecause ExeFilter disables JavaScript (and 
other active content), most of the current 
exploits cannot launch their shellcode.

ωIt also works against Launch actions (CVE-
2010-1240, still not patched), EmbeddedFile, 
etc.

ω=> should be able to mitigate most of the 
future PDF zero-days, as long as JS is used for 
heap spraying. 



Why two PDF parsers?

ωPDFiD is fast and effective against most PDF 
malware, but as it is not a full-blown PDF 
parser, not all cases are covered.

ωOrigami is slower and required a Python-Ruby 
bridge, but it is much more effective against 
obfuscated PDFs.

ωExeFilter provides options to use both.



How to run ExeFilter

ωCommand line:
ïExeFilter.py <source file> - o <output file>

ωMini GUI

ωIntegrated in an e-mail relay

ωIntegrated in a web proxy



Mailsweeper integration

ω(not well tested yet)
ωCreate an Executable or scenario
ωApplies to content type Document/PDF
ωShould launch:
ï python.exe ExeFilter.py - b - f pdf %FILENAME% - o 

%FILENAME%

ωReturn an error code:
ï0 = Clean
ï1 = Should be blocked (suspicious content/format)
ï2 = Cleaned (active content was sanitized)
ï3 = Error



Next steps

ωFuture work on ExeFilter:

ïImprove PDF filter

ωEx: Option to filter Flash objects in PDF

ïImprove integration into e-mail relays and web 
proxies (ex: Mailsweeper, ICAP)

ωI am interested in any PDF exploit/malware to 
test ExeFilter.

ï=> decalage (à) laposte.net (use encrypted zips)

ωAnd looking for volunteers to contribute to 
ExeFilter J



Conclusion

ωIn 2010, one quarter of malware seems to use 
PDF as attack vector.
ωCurrent defences (antivirus) are not fully 

effective, especially against targeted attacks.
ωMost PDF malware can be defeated by disabling 

JavaScript, Launch and EmbeddedFile objects in 
incoming files.
ïBut this requires a full PDF parser to avoid obfuscation 

issues.

ωExeFilter is a useful complement to antivirus 
engines.


